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wrrms o€CUrIty In IEC 61850-8-2 using XMPP

(End-to-Middle)
<= - » Hop-to-hop

<€—> End-to-end, unicast ?
% < End-to-end, multicast [EC61850 '& ScEiito
Server Client

IEC 61850 Client

XM L XMPP Client

Control

(
Loads, o :
Generators ,-
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wrzsss decurity in IEC 61850-8-2 using XMPP
2§ =

XMPP Client - XMPP SEW‘Ef 5
| ACK . . : :
TCP Connection | End-to-Middle Security | End-to-Middle Security |
2 Established = Megotiate TLS — - = -|' - | SASL Authentication | sASL Authentication |
’ ] egotia Negotiate TLS XMPP Client to Server XMPP Client to Server
e | Enable XML Stream IEC 61850 Server e o150 [ LS chamnel ol XMPP LG TS channel e
enit - . ient nt Server + rver
Exchange l Exchange Bidirectional ?EM[ Encrypted Encrypted
_Etrea_m Negotiated payload payload

End-to-End Security
. E2ESecProtocol between IEC 61850 Client and Server I

Source : IEC 61850 Modeling of DSTATCOM
and XMPP Communication for Reactive Power
Management in Microgrids, to appear in IEEE
Systems Journal.

IEC 61850
Response

XER Raspo nse

IEC 61830
Respanse
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wrrms o€CUrIty In IEC 61850-8-2 using XMPP

&2

IEC 61850 Server IEC 61850 Client
SASL
TLS
Application — Application
IEC 61850-7-3 Ecegsora | L Information IEC 61850-7-3 IEC 61850-7-4
CommonDataClass | LogicalNode Class Model CommonDataClass | LogicalNode Class
IEC 61850-7-2 ACSI L Information IEC 61850-7-2 ACSI
Service
SCSM-8-2 (XML Messaging) Comm. XMPP Server SCSM-8-2 (XML Messaging) Al
. ' Prptocol  xwpp VPP
TLS A TLS TLS
TCP Tcp TCP
i i3 i
AN\
() TL (2) SASL
(3) ASN.1 (XER)
Source : IEC 61850-8-2 FDIS
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IEC 61850 ¥+ (&) EE

— DER Plant Electrical
— — DER Unit Controll —_— —
- — nit Lontrofier e o~ Connection Point (ECP)
_ DRCT, DRCS, DRCC, FSEQ, —~
MMXU \ DCRP, DOFPA, DOPR, DOFPM,

Y/ - . 4 DPST, DCCT, DSCC, DSCH,
Recip Engine DcIP / @ CSWI, XCBR, MMXU
Fuel Cell DFCL, DSTK, DFPM
Photovoltaics DPVM, DPVA, DPVC, DTRC

Combined Heat and Fower DCHC, DCTS, DCHB DGEN, ZRCT,
DRAT ZINV, XFUS, MMTR *
DREX, : MMDC cSWi
Energy DEXC, DRAZ, XCBR MMTR
Converter DSFC DCST RSYN DC Converter CSWI
|: DER XCBR
MFULl DFLV Exciter | Gercjt:]rie;itor Sync ;g Circuit JV- Vf
J 3 Breaker Utlity Electric Power
Fuel Storage = \AL Circuit System
System Device ~ ( Breaker
ZBAT)ZBTC // ~ - w® PBRO
o MMXU ~ N\ _ PBTC -
System +—(D ~. DER Protective pTUF | Generation
Power System Relaying PTOF | Protection
Measurements \ ’/ s
Physical Measurements [~ Load Gircuit
STMP MPRS MHET Ay Breaker(s) [ Localloads
Temperature Pressure Heat cswi
XCBR
MFLW SVBR MENV
Flow Vibration Emission MMTR Station
Service
MMET
S IEC 61850-7-420 Logical Node Classes

IEC 81850-7-4 Logical Node Classes

Energy Converter = Microturbines, Storage Device = Battery, Pumped Converter = DC to AC, E. %l.(il_ m ;E . IEC 6 1 8 50 _ 7 _4

Fuel Cell, Photovoltaic System, Wind Hydro, Superconducting Magnetic frequency conversion, voltage

turbines, Diesel Generators, Energy Storage. Flywheels Micro- level conversion
Combustion Turbines f W;g;j;}fs St ! IEC 61850'7'420
i Auxiliaries = Battery. Fuel Cell
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OPCDriver
OPCGroup
OPCTag
OPCTag
OPCFolder
OPCTag
OPCTag
OPCTag
OPCFolder
OPCTag
OPCTag
OPCTag
OPCTag
OPCTag
OPCTag
OPCTag
OPCTag
OPCFolder
OPCTag

N
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OPCGroupl
OPCGroupl.Ambient_Temp
OPCGroupl.Module_Temp
OPCGroupl.Inverter
OPCGroupl.Inverter.ac_output_power
OPCGroupl.Inverter.input_power_a
OPCGroupl.Inverter.input_power_b
OPCGroupl.MP960
OPCGroupl.MP960.Current
OPCGroupl.MP960.Freq
OPCGroupl.MP960.Imp_kWH_Hi
OPCGroupl.MP960.Imp_kWH_Low
OPCGroupl . MP960.Imp_kWH_Mid
OPCGroupl . MP960.kW
OPCGroupl.MP960.PF
OPCGroupl.MP960.Voltage
OPCGroupl.Solar_Radionation
OPCGroupl.Solar_Radionation.PV
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OPC ServerI/O #
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EZ Elipse Power Studio (64-bit) - [OPCDriver

Misualize Qbjects Arrange Tools Window Help
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e
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(] ] ]2

=47t Domain: MyFirstGateway
= Settings
-3 Servers
3 Files
{78 powercontrols. b
i powerdisplay.ib
-3 myfirstgateway.pri
--[d Remote Domains
A Objects Lbrary
View
& Viewer and Frames
T Screens
@) Reports
--{@ Resources
o Server objects
e Power
L4, Configuration
i+£7) Substations
L, Feeders
- #% Transmission Line
*-8, Wind Power Plants
{3 Drivers and OPC
121 DNP3Master
{2 DNP3slave
=& MODBUS
i = Cois
| @3 Regter
*-i OPCDriverl
Il Data objects
--L{1 Database
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-
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21 | Find o
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[InitialScreen | g PowerConfiguration | @ MODBUS | @ DNP3Master | [ DNP3slave | OPCDriverl x d b

+ X |[H) > G R
Name _|Select Server..) [ sc.. | Read? [ write? [ Scale? [ Min. .. [ Max. ... | EU | Min. L. | Max. . |

&8 OPCDriver1

| organizer [ Gallery

14 « » » ' Design { Scripts

Property Value
E Alarm
¥ IsAla... [ False
E Behavior
= Com... [ 0 - AnyVersion
= Write... O 1 - wilmmedi...
E Connection
9 CalTi.. O 10000
9 Conn... [ 10000
9 Reco... O 3000

A Serv... O

A serv... O

A Serv... O

< Serv... [ 0 - ServerStat...

[l Identification

A DocS... O

A Name [J OPCDriverl

A path.. O

A Path... [ OPCDrivert
A path... [ C:\Eipse\gate...

For Help, press F1
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IEC 61850-90-12

IEC 61850-8-2 XMPP Latency test in WAN - Report

Tt

#1
#2
#3
#4
#5
#6
#7
#8

#10

PC1
(Kaohsiung)
XMPP Client
IEC 61850 Server

Report (Publish)

. 4

otal
XMPP Client
IEC 61850 Client

<
Report

(Subscribe) )

____________________

Value
14
16.07
18.55
22.8
21.01
19.19
17.39
9.43
5.21
3.37

2018-09-17 18:00:13.482
2018-09-17 18:01:41.060
2018-09-17 18:02:57.173
2018-09-17 18:05:09.960
2018-09-17 18:06:48.459
2018-09-17 18:08:30.343
2018-09-17 18:10:08.747
2018-09-17 18:12:39.241
2018-09-17 18:13:57.319
2018-09-17 18:15:16.708

T h 3

~
~

\

X PC 2 at Cloud
' ! (Taipei - TPRI)
1 1 /ﬁ
; - XMPP Server
: 370 km !
i i >
1 1
| 1
| 1
| 1
1 1
I 1
: WAN :
1 1
| 1
1 1
' 1
| |
| |
| 1
] 1
1 1
I 1
1 1 370
1 \
\
\\
IEC61850 Server
Timestamp

Value
14
16.07
18.55
22.8
21.01
19.19
17:39
9.43
5.21
3.37

\

1.2

0.8

0.6

0.4

0.2

0

Latency test / Report

0.982
0.874

Wide area network engineering guidelines
Table 3 — Latency classes for WANs

0.655

IEC61850 Client

Chi-Shiang Cho, ICT Research Lab

0.546
0.437
0.109
1 2 3
Timestamp

2018-09-17 18:00:13.591
2018-09-17 18:01:41.606
2018-09-17 18:02:57.610
2018-09-17 18:05:10.615
2018-09-17 18:06:48.677
2018-09-17 18:08:30.670
2018-09-17 18:10:09.621
2018-09-17 18:12:39.678
2018-09-17 18:13:57.647
2018-09-17 18:15:17.690
Average

0327

4

0.109
0.546
0.437
0.655
0.218
0.327
0.874
0.437
0.328
0.982

0.4913
—

0.218 I
5 6 7

Results (sec)
Latency

0.437

I 0.328
8 9 10

WAN IEC 61850-5

latency latency Latency Use

class class
TL1000 TT1 <1000 ms All other messages
TL300 (TT2) < 300 ms Operator commands
TL100 TT3 < 100 ms Slow automatic interactions
TL30 (TT4) <30 ms Fast automatic interactions
TL10 TT5 <10 ms Teleprotection
TL3 TT6 <3 ms Differential protection
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SIEMENS

Integration of Distributed Energy Resources (DER)

Typical Set-Up for DER
Prosumer connecting resources
and loads to the electrical grid SCADA Virtual Power Plant Demand Response
via public or private network
Usage of IEC 60870-5-104 for
communication

IEC 60870-5-104

Security is often provided by L
using IPSec based VPNs < Public or Private Network T >
connecting the network — - o e o
domains ) —‘ -

IEC 60870-5-104

DER DER DER |

Page 14 2014-10-30 Dr. Yolker Distelrath, Siemens AG
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Application of IEC 62351 on

SIEMENS Fi{E;ADERFERXMPP 2

Integration of Distributed Energy Resources (DER)

Future Set-Up for DER
XMPP (RFC 6120) is a
middleware messaging and
presence protocol supporting
decentralized architectures
Usage of IEC 61850-8-2 MMS
over XMPP

End-to-end authentication and
integrity can be achieved by

applying the IEC 62351-4 ed.2
MMS secure session concept

Fage 15 2014-10-30

23T DD

=Bl

SIEMENS

SCADA L Virtual Power Plant |

xmpp client xmpp client

Demand Response
xmpp client

Device Registry

Xmpp server
|

Public or Private Network

o T T

xmpp client

4

xmpp client
A

DER

- - T

xmpp client

DER

Chi-Shiang Cho, ICT Research Lab 24
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Forschungsgemeinschaft fur
Elektrische Anlagen und Stromwirtschaft e.V.

Hamburg University of Applied Science

Hypertech IT Solutions

It4power

KONCAR-Power Plant and Electric Traction Engineering
Inc.

Stedin

Fundacidén Tecnalia Research and Innovation

The Netherlands Organisation for Applied Scientific

Research
T-Systems Multimedia Solutions GmbH

FGH e.V.

HUAS

Hypertech

T4

KONCAR

STEDIN

Tecnalia

TNO

T-Systems MMS
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OS4ES —Project partners

Control Center - DSO
Control Center - TSO (SCADA/DMS/OMS/GIS)

Secure DER integration (SCADA/EMS/MMS)

—————

Business applications
2 (ERP/EAM/AMI/CIS)
m

———

Authentication

IEC 61850 Server/

| nteg r|ty XMPP Client

IEC 61850 Server /

XMPP Client E L

IEC 61850 Server/
XMPP Client

Confidentiality
Mandatory TLS support
IEC 62351 ed.2 IEC 61850 Server/

XMPP Client

IEC 61850 Server/
XMPP Client

IEC 61850 Server /

Solar panels XMPP Client

Virtual Power Plants

Wmd Power Plants
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Energy Service Rejuest-"

DERFERAXMPPZfI- OS4ES

DER-System
pomay emmmy Config.
W i \ ﬁle8 il
’ DER

Monitoring

Xmpp

Server

Python / Java
Bridge

~

~
A

\

nergyService
Registration and Update; -

/
’

\Energy Service Result/
IEC61850

’

'
"™ ‘t

,R’eservation

.....

Simulated
Battery

Gateway

r --------- 1

i Raspberry Pi DER |
|
I
I
I Simulated

CHP
I

Modbus TCP
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[ International Standardization ] MEIDEN REVIEW Series No.169 2017 No.1 ‘ 39
International Standardization for vasuyukl Hoshl,
Next-Generation Energy System rentient fto

| Keywords | Smart grid, Microgrid, BEMS, CEMS, IEC61850, OpenADR2.0b, Dispersed power source

Recently. need for microgrids, smart grids., and such next-generation ener-
Abstract gy systems has increased, as well as need for inter-connections with wvarious
power grid facilities by multiple power retail vendors and their management.
This reflects the scale expansion and diversity of distributed energy resources
and the introduction of Demand Response (DR). Under such circumstances, the
significance of international standardization in relation to communication with
next-generation energy systems is increasing. According to the trends analysis
of the European CEN-CENELEC-ETSI Smart Grid Coordination Group (SG-CG)
and American National Institute of Standards and Technology (NIST) they are
positively promoting international standardization. IEC is organizing for interna-
tional standardization and Japanese Japan Smart Community Alliance (JSCA) is
catching up to the global trends. Given above, it is possible to identify current
situations of each country and their trends. We have recently begun to integrate
various kinds of communication protocols based on the XMPP. The XMPP is
being investigated for adoption into the transport layer protocol in multiple inter-
national communication standards. So far, we have gained the confidence to be
able to realize a common communication platform without relying on applications.
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DERFEFXMPPZEfI- EN & (14 B 48)

DER2 Control IED

E Load Breaker IED
: c:::it Breaker on bus 1 number 2 XMPH‘CHE'": DER3 cuntrnl lED
cB12 c DER1 Control IED | /D= derZ@mlcrognd COM VPP Client
--------- ommunication interconnection| -
= Electrical Interconnection XMPP Client . E J;‘D=der3@mfcmgnd com
JID=derl@microgrid. com'-, ;
Bus 6
i ¥ DSTATCOM
o o1 -1t 000 f PENV ... »| DER4 Control IED
B -:%g-)L X —.-_@-) CDNTF.lOLLER :
: R XMPP Client
-~ T5ircemman | pstatcom [ = XMPP Server - JID=der4@microgrid.com
MV/LY F=CRY - “
e IED » J.'D-m:cfognd com .
T R —— : "‘_*
E mrryry —E_/_'fr _u';‘:_l DEREC DSTATCOM Controller IED ¢ A
------ e I S ontrol XMPP Client ¥ DERS Control IED
Bus1 B3-- RN :@—) ED _ . . .
o al a2 4 3zl L2 JID=dstatcom@microgrid.com MGCC XMPP Client
Bus2 JID=der5@microgrid.com
Bus3'__7_ @ ....... 2| DER Control K XMPP Client
CB31 1D JID=mgcc@microgrid.com
S B SRR © 2E[5]

2% P w

—
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[EC 61850-8-2 (IS)#§ 2

TC 57 Power systems management and associated information exchange

Work programme = Project: IEC 61850-8-2 ED1 (8 Login ] [ En] "

Current Frest Pub Stability
Status Date Date IEC 61850-8-2 ED1

Communication networks and systems for power
utility automation - Part 8-2: Specific
communication service mapping (SCSM) - I E C 6 8 5 O 8 2
(SO Protocol (XMPP) =tz -\-:I:l, E jj
fE ES EE&F.%
E=RAY%

,\/ YA R

Committee Working Groups Project Leader

TC 57 WG 17 B. Bony BFUB 2013-10 2020
——

Stage Document Downloads Decision Date Target Date
Associated Documents:
PNW E7I1E1NP ) 434 km 2011-10-07 STHZB5NF ﬁ /_ y,
434 k8 <1 1561 kB a rt I:| ’f
ANW 5TI1221/RVN Kazawa 2012-03-09 2012-02 5TM584/IDTR
J<l 2952 k8 N | =£= 3 Ry -
1C0 E7/583/CD - 5010 kB 2015-06-05 2015-02 SMB/5370/0L 7':|—:9 7][' % E /—_ ﬁt 2 :I:l, E y& /_\E :I:_‘Jln % E
. a . . W) 47118 ~J L wl) L A NR =
acov E7/B42/CC Maioke 2015-11-06 2015-10 SMBIE34TOL % — ’
. . J<1221 kB AR |:| I——I [ ==
TCDV 2017-01-12 201611 ==
SMBI5256/DL & E/j EE ‘ ]{E =
L = I\ I\ 7\ . =
CCov 57/1833/CDV e 20147-03-03 2017-03 +=1136 kB
4= 4030 kB SMB/4281/DL
PRVC 2017-05-26 2017-05 J<] 248 kB
AFDIS ETHO03RVE 4= 507 kB 2017-07-21 2017-09
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» IEC 61850 Communications networks and systems for power
utility automation.

» IEEE std 1547-2018 IEEE Standards for Interconnection and
Interoperability of Distributed Energy Resources with
Associated Electric Power Systems Interfaces.

» Open System for Energy Services, OS4ES, 2017.

» S. M. Suhail Hussain et. “IEC 61850 Modeling of DSTATCOM
and XMPP Communication for Reactive Power Management in
Microgrids,” to appear in IEEE Systems Journal .
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