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International Standards ( ISO, IEC, ITU)

GATT (General Agreement on Tariffs and Trade

Regional Standards (CEN, CENELEC)
- MREE H48iE)

National Standards ( ANSI, IEEE.C/NS,JIS)

UNCTAD (United Nations Conference on Trade
and Development-%t 4B g 5 fo % B €3%)

Industry Standards - formalized practice
Industry Practice - informal practice(" 1)

Proprietary Systems - vendor specific
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=P Aboutthe IEC » Whatwe do » Technology sectors > Smart Grid

Smart Grid

Optimal electricity delivery

Smart Grid
Standards Map

World Smart Grid Forum
Roadmap

Insights

Background
Challenges

Development

Core IEC Standards

Ower 100 IEC Standards have been identified as relevant to the Smart Grid. Below Is a list of the core standards.
The complete list of IEC Standards (by importance and relevant application) is available for download.

(% Download ) B | 424 kKB

IEC/TR 62357: Service Oriented Architecture (SAOQ)

IEC 61970: Common Information Model (CIM) / Energy Management
[ L L L L L L L & L & L L L & 0 0 0 0 0 0 0 0 0 0 0 0

I IEC 61850: Power Utility Automation I
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IEC 61968: Common Information Model (CIM) / Distribution Management

IEC 62351: Security
IEC 62056: Data exchange for meter reading, tariff and load control

IEC 61508: Functional safety of electricallelectronic/programmable electronic safety-related systems
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Standards that Have Been Recommended to FERC by NIST

IEC 62351: IEC 60870-6:
Security Between Control
IEC 61970: O e GYaD Centers
CIM Core and

Energy Mgmt.

“. Customer .
IEC 61850: a-e&-n—-nwa-m
Substations

and more

IEC 61968:
CIM Dist.Mgt.

J‘/’H\ ¢ 2, A3 %
Zak R R 6 PRI = & 7= 5 1



i 1.(2)iE EaiE
> RRafTBERZ é"?ﬁ* 4; %E%i&ﬁ%lﬂ@%éa\:)
> ERESERRE-
> 5‘5?1%5‘6 ERIGE FEEEE*T%ZF?&EE&E

EEEFH
P TR ] e SE TR T EIS TV ETLEI S L
LWAT — ERBERGZRERNT * PR kA R A RBER 49 K
1€ |- I#R  EERWE T Re R H AHRBERE LW AR
g1 I 1% RGMERA 5 AEHRE R
T " iR — EEEERTRE R
1 S LR CEE: 3
-1 L jigEs /s — SETEIEERIBATARE 2 (2011-2015)
#5 -
gl B ox _ EBBERERTMBEIE
x i /i REER AV »x (PSRN D) yaue NERE AP
& i
— B —  RHIAT  — EESEETE/ T ehETE & FETHMARRR
- ¥ 8T




" 1,(3)IEC 61850 =& &Sy

£=x 4= ==
EEEEM ey
EIIEE S A R REEEERS (B4 EFh

sge e o o oo 7 B A seE ==
MERBEBENEERSS : BAIME RS AZEE |RIKREEZEH

BT RRE S
HEBERE

_ MMS ~ GOOSE
*ONTP

IEC 61850 station bus |

F—FERRIEDHE | | T |

[EC61850-8-1 ﬁs =
.I U]

SV ~ GOOSE
IEC 61850-9-2LE process bus PTP(IEEE1588)

AEMEMUR I

AARIEC61850-9-2(LE) ’

P;y
=



s 2(DNBE2LTH(H)2ZSFHIEC 61850

+ |EC/TR 61850-1 ed2.0 IEC 61850-6 d2.0
IEC/TS 61850-2 ed1.0 IEC 61850-7-1 ed2.0
IEC 61850-3 ed2.0 IEC 61850-7-2 ed2.0
IEC 61850-4 ed2.0 IEC 61850-7-3 ed2.0
IEC 61850-5 ed2.0 IEC 61850-7-4 d2.0
IEC 61850-7-410 ed2.0
IEC 61850-8-1 ed2.0 IEC 61850-7-420 ed1.0
IEC 61850-9-2 ed?2.0 IEC/TR 61850-7-510 ed1.0
IEC/PAS 61850-9-3 ed1.0 201 0d10
eSS ER I EC/TR 61850-80-3 ed1.0
IEC/TR 61850-90-1 ed1.0
e R S
IEC/IS IEC/TS
’ IEC/TR 61850-90-7 ed1.0
FCITRIECIPAS [EC/TR 61850-90-12 ed1.0
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IEC TR 61850-1:2013 Introduction and overview

IEC TS 61850-2:2003 Communication networks and systems in substations - Part 2: Glossary

IEC 61850-3:2013 General requirements

IEC 61850-4:2011 System and project management

IEC 61850-5:2013 Communication requirements for functions and device models

IEC 61850-6:2009 Configuration description language for communication in electrical substations related to IEDs

IEC 61850-7-1:2011 Basic communication structure - Principles and models

IEC 61850-7-2:2010 Basic information and communication structure - Abstract communication service interface (ACSI)

IEC 61850-7-3:2010 Basic communication structure - Common data classes

IEC 61850-7-4:2010 Basic communication structure - Compatible logical node classes and data object classes

IEC 61850-7-410:2012 Basic communication structure - Hydroelectric power plants - Communication for monitoring and control
IEC 61850-7-420:2009 Basic communication structure - Distributed energy resources logical nodes

IEC TR 61850-7-510:2012 Basic communication structure - Hydroelectric power plants - Modelling concepts and guidelines

IEC 61850-8-1:2011 Specific communication service mapping (SCSM) - Mappings to MMS (ISO 9506-1 and ISO 9506-2) and to
ISO/IEC 8802-3

IEC 61850-9-2:2011 Specific communication service mapping (SCSM) - Sampled values over ISO/IEC 8802-3
IEC PAS 61850-9-3:2015 Precision time protocol profile for power utility automation
IEC 61850-10:2012 Conformance testing

IEC TS 61850-80-1:2008 Guideline to exchanging information from a CDC-based data model using IEC 60870-5-101 or IEC
60870-5-104

IEC TS 61850-80-3:2015 Mapping to web protocols — Requirements and technical choices

IEC TR 61850-90-1:2010 Use of IEC 61850 for the communication between substations

IEC TR 61850-90-4:2013 Network engineering guidelines

IEC TR 61850-90-5:2012 Use of IEC 61850 to transmit synchrophasor information according to IEEE C37.118

IEC TR 61850-90-7:2013 Object models for power converters in distributed energy resources (DER) systems
@3 TR 61850-90-12:2015 Part 90-12: Wide area network engineering guidelines
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Power Decentralized Wind Hydro Control Substation to
Quality Energy Power Power Center to Substation
Monitoring Resources Plants Plants Substation

IEC 62350 IEC 62344
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IEC 61850 IEC 61400-25 IEC 61850
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o 2.(2) IEC 61400-251E 82

[EC61400-25-1 Ed. 1.0 Overall description of principles and models IS 2006-12
[EC61400-25-1 Ed. 2.0 Overall description of principles and models AMW 2016-11
TEC6H400-25-2-FEd 10 Information-models— IS 2006-12
[EC61400-25-2 Ed. 2.0 Information models IS 2015-06
1EC61400-25-3-Ed 14 Infermationexchanse models— IS 2006-12
[EC61400-25-3 Ed. 2. 0(RLV) [nformation exchange models IS 2015-06
[EC61400-25-4 Ed. 1.0 Mapping to communication profile IS  2008-09
[EC61400-25-4 Ed. 2.0 Mapplng to communication Profi]e CCDV 2016-06
IEC61400-25-5 Ed. 1.0 Conformance testing IS 2006-12
IEC61400-25-5 Ed. 2.0 Conformance testing AMW - 2016-11
[EC61400-25-6 Ed. 1.0 Logical node classes and data classes for condition IS  2010-11
moni toring
IEC61400-25-6 Ed. 2.0 Logical node classes and data classes for condition AMW 2015-11
moni toring

IEC/TS 61400-25-41: Mapping to communication profile based on IEC 62541 (OPC UA)Rejected (proposed on 2015-5)
2015-10-09: The NP was finally accepted due to a late appointment of two additional exerts from two additional
countries.

)eBE e 12 PRI = &= 7 T




2. 1EC 61850

BB
| o |
[EC 618504 FE X FZE U R B HE
"’_!_ — = SEE
MEZWICHPBLERRAERIEERR...
TEC -~
61850 | 7 410 =K 77 FE
420 S5 B = ae 7 DER - & B
%5 FE S 2 Web Service
B =4 9 3 5 77 Z & PTP Profile F HFE
] S0 2 ¥z DNP 3. 0 B == Mappilng itk 0 Waas
FE = 4 sP Fea COSEMC TEC 62056 me. AMI
ZiE Adp 5 7 Modbus Mapping
= ..
== o0 |2 2 ] s P B SR
= 3 Hk HE BZ ] 1% 3% 2R
A8 B 5 PMU 55 2L A% S5 % s FE A
A 6 me. 9 B 54t DA e
i 7 PV -~ fsEfc 2% 3 4= DER INVTs | /& & &
8 E By F T E M AT T
O = L fEE HE
10 DER BEF=Z DR
12 WAN — Fz2 35 5] i 3L B2
13 Steam and gas turbines B
11 FACTS iF s 427l A BLAFE 2

13




iy 2(INEC 6185012 % 7% iE 5 i

38 R R 2Z R 8
BEAADNP3£2EPREIEC 61850525 FR

IEC 61850-80-2/IEEE 1815.1

DNP2 Master IEC 61850 Client
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IEC 61580 Client DNP3 Master
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m Transformers, LTCs
| GIS OPFW:Op(xaI Fiber Composite Overhead Ground Wire
¢ lInsulator Condition A
® Lines, UG cables Info i & 1
_ + ~ Corona phcostilenn 8= =51 Line Condition Info |
m Sta. batteries i - Leak Current { wfs"; o —% Assy i «Line Current and Direction
{ ~Acoustic | w -Current | -Line Temperature i
~L -;lemp i Elpnse Inftllnat!on i
=T N v - Jlope - Information (Latitude /
3 M°‘°°‘°'°i§'ﬂ| Info | V] L Cladwon | Loghge NGO
;‘m\d \‘l:lnoctyand H +Acoustic/Leaka : | +Tension Sensor !
: Direct i gefcoron || © Tower Condition Info
¢ - Humidity and Ambient | o il .+ Tension from calculation
! Temperature | | |*Tower Indication Sensor . Tower Frame Inclination
! - Rain fail H NA | - Tower Base Frame
- Snowfal | 74 S
! - Sunshine | KA
-Salt 1 [ |
)
ﬂ ﬂ +Frame Corrosive Sensor
+Earth Corrosive Sensor
~—— | +Leakage Current Sensor
+Base Indication Sensor
tower
Partial discharge sensor substation
E/O converter monitoring
system
I man man @31‘?
il hole hole : !
.I pre—
h . . . |
- - . Il conduit conduit conduit !
Optical sensor for gas in oil i line line line : |
| |
|

Optical sensor for water in oil L
Jo o ] = e em— . p—— e !

Optical fiber for Optical sensor of Core displacement || Optical fiber for temperature sensing
data transmission cable extension sensor Ol{ptlcal fiber for strain sensing
eat flow sensor
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IEC 61850-90-8EFEFR | AR MIER

AC Supply Equipment

7

Electric Vehicle

\ “., \\\

Coatrolier

 Battery

DELV. Bleceric Vehicle
DESE. E-mmobiity Supply Equipmens
| DEAD: AC Outlet DEDO: DC Outlet

'S
Newly defined Logical Nodes

Metering
Meavwr ement Ure XCBR- Crouit Breaker ISAR: Surge Arrestor 3

Electric Vehicle

XS88 Crcun Swach OSSO Schedules

L3
Logical Node according 10 1EC 61850

B Netted Automation GmBH
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IEC 61850-90-6 DA(BCE=E EH E{E)

Substaotion 1 Substction 2

Substation Partition

Service Territories

Normal Cornfiguration

DA: DSCADA / FLISR / WC
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ABB Tovel B: Edition 2 Client Systems
Switzerland Ltd Server Ed1 .. .
And GOOSE Edition 1 Client Systems
Performance
ALSTOM GRID UK LTD Level B:
Substation Automation Server Ed1/Ed2
Solution 0n0 .
R atiisd Fivor Fiamaach i Edition 2 Server Devices
B Seowes Ed] Edition 1 Server Devices
DNVGL Nederiand Level A;

Server/Client
Ed1/Ed2, GOOSE

Perf. And 9-2LE GOOSE Performance
Korea Electrotechnology Level A: . .
Rasnarch Ve R Seome Ed (A2 A0d Edition 1 Sampled Value Publishers
K Testh Labor KTL) | L 1A . g
Seoul. Koreer oy (RTL) | Caont Ea1 (Merging Units)
NARI-RELAYS Electric Co._, Level B:
Ltd. Nanjing, China Server Ed1
Schneider Electric Level B .
Shanghai. Ghina Server Ed1/Ed2 Ethernet Switches
TUV Rheinland Industrie Level B.
Service GmbH, Cologne Server Ed1
TUV SUD Level A:
i oes s 021 E Al X5600 IEC 6185053 & &
Xuchang KETOP Testing Level A: . .
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) . 136 FERC ¥ 61,039
Report to NIST on the Smart Grid Interoperability £ ™ | unmen sTaTes epamvewT oF commence UNITED STATES OF AMERICA
N | e e onon o Techeclogy FEDERAL ENERGY REGULATORY COMMISSION
Standards Roadmap i%‘ () ¢ | Gethersourg, Maryand 2 1893
. October 6, 2010 " Before Commissioners: Jon Wellinghoff, Chairman;
(Contract No. SB1341-09-CN-0031—Deliverable 10) Mare Spitzer, Philip D. Moeller,
. . The Honorable Jon Wellinghoff John R. Norris, and Cheryl A. LaFleur.
Post Comment Period Version Document Chairman
Federal Energy Regulatory Commission Smart Grid Interoperability Standards Docket No. RM11-2-000

888 First Street, NE
Washington, DC 20426

ORDER ON SMART GRID INTEROPERABILITY STANDARDS

Dear Chairman Wellinghoff:
This document contains material gathered and refined by the Electric Power AN

) ) o : ¥ (Issued July 19, 2011)
Research Institute using its technical expertise. It has been submifted as a

The Smart Grid team at the National Institute of Standards and Technology (NIST) has been

deliverable fo the National Institute of Standards and Technology under the working closely with Federal Energy Regulatory Commission staff to coordinate our efforts and 1. Thas order takes action on the five families of standards identified as ready for
terms of Contract No. SB1341-09-CN-0031. ensure that each of our organizations can accomplish their respective responsibilities under the
2007 Energy Independence and Security Act (EISA) consideration by regulatory authorities by the National Institute of Standards and
Through this letter, I am advising the Commission that NIST has identified five foundational Technology (NIST). The order relies on information gathered at technical conferences
families of standards as ready for consideration by regulators. These standards are fundamental
to Smart Grid interoperability overall and, specifically, to several FERC priority areas as held on November 14, 2010 and January 31, 2011 1n this proceeding and on responses to
A £10. 2000 identified in the Commission’s July 16, 2009 Smart Grid Policy Statement. As described in
ugust 19, greater detail in the enclosure, these consensus standards, developed by the International the Supplemental Notice Requesting Comments issued February 16. 2011 (Supplemental
Electrotechnical Commission (IEC), help to enable efficient and secure exchanges of information
within and across Smart Grid domains. Notice) seeking additional information on smart grid interoperability standards and the
o [EC 61970 and IEC 61968: Provide a Common Information Model (CIM) necessary for standards development process. Tn this order, we fmd msuffictent consensus to mstitute a

exchanges of data between devices and networks, primarily in the transmission (IEC

Prepared by the Electric Power Research Institute 61970) and distribution (IEC 61968) domains. rulemaking proceeding at this time to adopt the five families of standards. Going
(EPR|) o [EC 61850: Facilitates substation automation and communication as well as — .
interoperability through a common data format. forward, we encourage utilities, smart grid product manufacturers, regulators, and other

IEC 60870-6: Facilitates exchanges of information between control centers.
EPRI Project Manager [EC 62351: Addresses the cyber security of the communication protocols defined by the
Don Von Dollen preceding IEC standards.

smart grid stakeholders to actively participate m the NIST interoperability framework

These standards are identified because they are essential to uniform and interoperable
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DL/T860 > 2009-2014(800Ff) -2015L11#(6000Ff)

Pilot substations have been built @ Sman c.ﬁ’

IEC61850 was mapping to DL/T
860(Chinese standard)

@' 2011, SGCC B/ hugt.

substation
constructing

i 2010, 7pilot

substation were put
into operation
® 2009 initializing In 2009., StateAGrid st_arted the first pilot smart
Smart substation project using IEC61850. Up to now,
Tpilot more than 800 smart substations have been
Sk iations constructed and put into operation.
220KV Xijing Smart 750KV Yan'an Smart 110kVBeichuan Smart
Substation

Substation Substation

AN) 44 .
<¥/%ﬁ"@j”“ﬁj 28

The Data Acquisition

in Smart Substation of
China:According to the
experience of the pilot
project of smart substation
of China, the smart
substation will be
constructed in large-scale in
China and the plan that
6000 smart substations will
be constructed in China
until 2015 is publish by the
Status Grid Corporation of
China.
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