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IEC 62351-5 ¢ Power Systems Management and Associated

2013 Information Exchange — Data and Communi-

cations Security — Part 5: Security for IEC
60870-5 and Derivatives

IEC 62351-7 Power Systems Management and Associated

2017 Information Exchange — Data and Communi-
cations Security — Part 7: Network and Sys-
tem Management (NSM) Data Object Models

IEC 62351-9 - Power systems Management and Associated
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2019

ENCS EV-301 :
2019
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NIST SP 800-52
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2019
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cations Security — Part 9: Cyber Security Key
Management for Power System Equipment

Industrial Communication Networks — Net-
work and System Security — Part 3-3: System
Security Requirements and Security Levels
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Security for Industrial Automation and Con-
trol Systems — Part 4-2: Technical Security
Requirements for IACS Components

EV Charging Systems Security Requirements

Security Requirements for
Modules

Cryptographic

Guidelines for the Selection, Configuration,
and Use of Transport Layer Security (TLS)
Implementations

CMVP Approved Security Functions

Transitioning the Use of Cryptographic Algo-
rithms and Key Lengths

Network-
Connectable Products, Part 1 : General Re-

Software Cybersecurity for

quirements
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4.1 & & (Electric Vehicles, EVs)
HBAEEBEER BHTATE T - BT KGLTAT X
AT ARBEEHNZEGHHR  FAXTEHAZTHE -

4.2 £ £ % &3 (EV Charging Station)
EREETREB 2T AL ERBHLES Y -

4.3 E& 2 %4 EV Supply Equipment, EVSE)
REZASE AR ZEAR N TEARBERERZES L&
TR R e

4.4 8 £ 7 E 4 %#(EV Charging System)
FEPAGOE T IR EABRERACEVN I ERYTH LHE
T -

4.5 X5 EE 2% E3(AC EV Charging Station)
BREEHEIRNEZEHRLLEN -

4.6 X RES ELERHACEV Supply Equipment)
BREEHEXAT2EH LM TERHG  ALABEIHEETEL 1,000
Vac BLF o

4.7 AHE#HE X E(DC EV Charging Station)
BREREGHELEREXZEHPLLENS -

4.8 AR EH LML ELH(DC EV Supply Equipment)
HRESHLARET2EH LM EAH  BHEBIHETEAL 1,500
Vde LATF -

4.9 42 7] % (Authenticator)
Fi A2k 3B B & 42 ik 0 o il 4T 45 (password) ~ 45 & R B AR
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4.10 & 24 E % #H 2 EH(Charge Point Operators, CPO)
ZHATEEEH M/ ERBZIAE -

4.11 % % (Charging)
PHEHXARAA B EERBHEERR/RERAMEZLNA K
LA RE £ & RESS & st ©

4.12 % 4 %E # (Cipher Suite)
£ 35 1% B #2418 3 (Secure Sockets Layer / Transport Layer Se-
curity, SSL/TLS) LB AW B R 2R A2 — 4 5|22 Ml > 445
& B s o~ A 4 5 5% (Message Authentication Code,
MAC) & 44 % % § % - |

4.13 £ F LM A% FE(Common Vulnerabilities and Expo-
sures, CVE)

iy £ B IS A a4k MITRE Corporation A7 8 % National Cyberse-
curity FFRDC e E@ M aR t 23 > 485 -EREL2R
BHEBEBLTLERBE T —£BHIK -

4.14 £ FHEHBH® 4 %4 % (Common Vulnerability Scoring
System, CVSS)
RERZEEHBHRZBHAYERTFr 4% XA BETAH#

wH%ME B € & & £ (National Infrastructure Advisory Coun-
cil, NIACO) B4 » AR LR ENALLFHEE %8 (Forum of
Incident Response and Security Teams, FIRST)$2 4 &9 ig 55 £ 3% &
24 UHMERERAMOBBRRABREREITFS  BATAF 3.1
IR o

4.15 M B Rk 75 # % (Denial-of-Service Attack, DoS Attack)
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BHEREEEETHAR )  #EAKk%x#E(Flooding) -

4.16 5 8 %4 % & ZE { (Distribution System Operators, DSO)
UAABERBREEIUANEN AL  HEHEHERAL A

4.17 K332 %) Z(Local Controller)
BRETHERLTRAGHEN TS AFAREHEAEUNAMAR
A

4.18 B A KX L E B #H £(Open Charge Point Protocol, OCPP)
—HEHERTRBREBTEAL%K(L4 CPO FRE ~ DSO £
MERAMZEHEZEMYRERERAAB L > BRNERERTEL&A
THEARHEFHESEM/ERBELMEN -

4.19 B {74 (Password)
—EREEREERALKBUBAERE S P XFLE > &3
AMBEEN W EREES - B FHRBAFH - SR @R ERHF KRR
BB o

4.20 18 A & ¥t (Personally Identifiable Information)
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4.21 &£ % (Replay Attack)
AR AREREARBEETHERERMEL

4.22 H ek B ¥ (Sensitive Data)
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6. EMRLEER
AN HERVTSHIEMERZBALA RO ERRY T EHE
BEREBELAG TR AEETARLAARER -

6.1 ER 22

611 ERNTBHRPMEER
6111 THERERHBRBEARAETEAHONBRFIELR -

6.1.2 By b A2 4R 1%

6121 EABHHED EHER BT UBFTAARERHEZIRE -
6122 EH AR ERHABRRLNZRF R ERIGAITREFRAZ L
$

6.2 A hE2
& 3 1o

6211 EHEHERHRMR AT RZHBALK -
6212 FEH SR EXHEEAR T EHERE -

6.2.2 F4 8 3%

21 EH M EXHBBREZ L AR RILLEEH, -
222 B R ERBRIFELTLAEEHELH IR

6223 T P M TR BEREGEREE T KA -

6224 EHEHLERBHFALAEALEFEARESFHE  REAGEH S
ERF OHORTESIRERBER - LERBERGUN B
n}uggﬂuu °

623 ¥ A BBWEBRY
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6232 EEHEMERGBREAREMB RS L RAORS  BELEHEMH
ERAHEHEREZI KNI RMNET > EREFHMEEEA -
6.2.4 SR E R
6241 FHEHERHRRBAHREE R B AE -

6.3 A8 E M

6.3.1 &3R4

6311 EHEHERBRIEZENAE -

6312 THEMERBETHRING > PEELENKRE > FRREW
REEEEFEE -

6313 EHEMERBIHBUEIYN > ERREGHEMRY B E
RBRIEEEY  EHRRLREEFTEN AR BERARE
HmENREELSREBZER -

6.3.2 4R A
6321 B B BEXBHABBREIBIESH -
6322 BB BEREEES B BHRAEEAD BRI ERETIE

6.4 @MK=
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6421 EHEHERBAMBFIHRREETH BB #E -

6422 EH R U ERBABEIRRAREHEANEFXBEA B
FIPS PUB 140-2 Annex A ~ NIST SP 800-140C #% NIST SP
800-131A R EZ R HFRULBBENIEELL -

6.5 % n @A BRI XS

6.5.1 & 4%

651 15— EHEEETRBHBA — B RABLLFH -

6512 EH FHEXBBREHT T EHAH -
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6514 4N F o ERMERZBITERERA —ERNZER > XB L
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6.5.2 tk P &
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| OP10-CS
16.1.2.1 IEC 62443-3-3 SR
1.2
6.1.2.2 I[EC 62443-4-2 CR | ENCS EV-301
3.11 ~ IEC 62443-4-2 | PH3-CS
EDR3.11
6.2.1.1 IEC 62443-3-3 SR
7.7
N 6.2.1.2 IEC 62443-3-3 SR
% 7.7
:_’%2.2.1 IEC 62443-4-2 CR
1.12
6.2.2.2 ENCS EV-301 OP5-
CS
6.2.2.3 IEC 62443-3-3 SR
2.11 RE 1
6.2.2.4 IEC 62443-3-3 SR | ENCS EV-301 OP4-
3.3 CS
6.2.3.1 CNS 62443-4-1 SVV- | ENCS EV-301
3 + CNS 62443-4-1 | OP11-CS
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6.2.3.2 IEC 62443-3-3 SR | ENCS EV-301
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7.1 ~ IEC 62443-4-2 | CM5-CS
CR 7.1
6.2.4.1 IEC 62443-3-3 SR
7.4
IEC 62443-4-2 CR
3.10 ~ IEC 62443-4-2
EDR 3.10 ~ [IEC
62443-4-2 NDR 3.10
6.3.1.2 IEC 62443-3-3 SR
7.4
6.3.1.3 | IEC 62351-5 | CNS 62443-4-1
5.4.10 SUM-4
6.3.2.1 IEC 62443-4-2 CR
1.2
6322 CNS 62443-4-1
SUM-4
6.4.1.1 |IEC 62351-5 | IEC 62443-3-3 SR
5.4.10 4.1 ~ IEC 62443-3-3
SR 4.3
6.4.1.2 |IEC 62351-7
5.4
6.4.1.3 NIST SP 800-52
Revision 2
6.4.14 IEC 62443-4-2 FR 5
6.4.2.1 IEC 62443-4-2 CR
4.1
6.4.2.2 IEC 62443-4-2. CR | FIPS PUB 140-2
1.7 Annex A ~ NIST
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Sp  800-140C ~
NIST SP 800-131A

6.5.1.1 |IEC 62351-5 | IEC 62443-3-3 SR
7.2.84 ~ IEC|1.2

62351-7 5.10.2
6.5.1.2 IEC 62443-4-2 EDR

2.13 ~ IEC 62443-4-2
NDR 1.13

6.5.1.3 IEC 62443-4-2 CR
1.5

.5.1.4 TEC 62443-3-3 SR | UL 2900-1 8.3(b) »
1.7 ~ IEC 62443-4-2 | 8 3(c)

CR 1.7
6515 TEC 62443-3-3 SR | ENCS EV-301
3.8 ~ IEC 62443-4-2 | CMI1-CS

CR 3.8

6.5.1.6 IEC 62443-3-3 SR
1.11 ~ IEC 62443-4-
2CR1.11

6.5:2.1 CNS 62443-4-1 SG-6

6.5.3.1 IEC 62443-3-3 SR
5.2RE 1

6.5.3.2 IEC 62443-3-3 SR

2.1 ~ IEC 62443-4-2

CR 2.1
6.53.3 IEC 62443-3-3 SR
2.1 RE 2
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E2EER AN CERHEHRE RN ERARE2BERME - 2
BB REMEWE VIO A AEEE BB AT ARMKAERER IR
AAECEHEREMWEVI2 AERAEZIRK -
UNFAHERARZLBBE(TLS) TERZ BHBEH
- TLSv1.2

- TLS_ECDHE_ECDSA_WITH_AES256_GCM_SHA384

- TLS ECDHE _RSA_ WITH_AES256_GCM SHA384

- TLS_ ECDHE_ECDSA WITH CHACHA20 POLY1305

- TLS_ECDHE RSA WITH CHACHA20 POLY1305

- TLS ECDHE_ECDSA WITH_AES128 GCM_SHA256

- TLS ECDHE RSA WITH_AES128 GCM SHA256

- TLS ECDHE ECDSA_WITH AES256 SHA384

- TLS ECDHE RSA WITH AES256 SHA384

- TLS ECDHE ECDSA_WITH AES128 SHA256

- TLS ECDHE _RSA WITH AES128 SHA256
- TLSv1.3

- TLS AES 128 GCM SHA256
- TLS_AES_256 GCM_SHA384

- TLS CHACHA20 POLY1305 SHA256
- TLS AES 128 CCM_SHA256

- TLS_AES 128 CCM 8 SHA256
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